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ABSTRACT

’

Remote Communication Gate (hereafter “RC Gate”) developed in Ricoh acts as a relay unit, which

connects the user’s image I/O devices to the remote service center of Ricoh via Internet. It is used

mostly in general office and communicates with the center and the image I/O devices automatically. This

system, called “@Remote”, realizes immediate machinery trouble call, automated counter checking and

ordering supplies like toner. RC Gate is also able to download the firmware for the image I/O devices

from the center via fast Internet network to update them.

Security functions of RC Gate are reinforced to protect the information assets from Internet & Intranet

threats. The major security features of RC Gate are access control facility for operator, mutual

recognition between RC Gate and the center based on digital certificate and encrypted communication

using SSL or S/MIME technology.

¥ Y Ya—varv7 Iy 74— LA BFEr s —

System Solution Center, Solution Platform Development Division

Ricoh Technical Report No.31 111

DECEMBER, 2005



|1.%%aaw

SHDE D 7edh b D DHIERVBBERFZ L TSR 2B K2
A2 —=Fy MEETE, FlREx=2) 7 OBEEELEED
RHUTRNTHA D, A7 4 ABEEROTERE B b ST
e, HEH, Ty vV ERERT Y AOL S RIEE
Ao EDEHET/OMRRIE, %< OEHE T OPNERIZEHRFEL T
LMHETHD.

—J, BlbidAf v —3y bEFIA LSS ER
P—E2OBEIZIBL TNDZ L EFETHD. A7«
AN OEHR]/OF R 2 T & AU, HREiRg o RN H-OR 4
M= B —FIREE R E D T o 2 EOEM S DL Nk
BAVDIRL oo LEDORBPREREL A VF—Fy NEF)
MALTERTEZNOLThHE. TORmEEEFIHALT, Zh
FTEL OFF) LW 2 EC LR/ O ERD 7 7 —
LAY =T EREEVEHEE A —PoDF T a— R h—E
ATHEEE 72 5.

U oa—i%, 20054E2H LV “@Remote” &)Y —E R4
B (Fig. 1) T ok REkEt— e 22 #HURH LA
TV 5. Remote Communication Gate (VAN RC Gate) 1%,
UV a—THMAICEE SN A ¥ —3y bbb oEE—v
ZPHERRTH Y, ZOEBY—ERADOREE LT, Z0
RC GateNBEHEDA 7 4 ANICRBEINDHZ LIk, V
a—OFRE X — L AR TEH L OITRHDTHD.

@Remote

inteitigent Remote Management System

Fig.1 Logo image of @Remote.

@Remote DY —E A A = o —[FHEHHEINTVDH, K
KR —E R L ZOENI L DR AERYNTHA L THZ
S, 72, ERNLUHNTIE, IHEFRER T —E A ER L T
WD, FOY—E ANKCRARN IS DR 5T S,

(1) BEhb=mg

RV —EATIE, Va—ohrFv—xr =7 (L
T CE) ICHB/OMSN IR TH D L 2MbEL Y —E
Aa—)LEHEERT 52 ENTEXDZOT, EE/OMIED
BB A NIKIEFRGSND.

Q) 77 —bT=THEH

R/ OBERD T 7 — 20 = T % A o Z—F v MEH
TITO 2 ENTED. BEKICESTHCEILE ST,
NETOE D AT T A N L DIEMEERIT 2L e .
Q) EH v &

RC GateMEHIRI R & L TV A EBOBERL/ Ofggsnh v
VHEERS UEEY X —Z@ET A Z LIk, e
HEISHLGER b ATREL 72D, BEEROIEHE R EEEDN D X
N, ZHGERO I ACHEEI I —F T —7 biD.

(4) MF—HEEEE

RC Gateld M —FKEROBHBEREL FF > TWHDT, BK
ILBIEX DIz d D& &2 T H0EH <, MF—DR
b 7 SSRGS IUC OV TLENT 5 Z & b, oY,
BEEE Y TOEREBRIEEEONLEN R IR DDTH
5. ZZTHHEB/OMIO L T X A MR EIND.

(6) FIASRIA LR — b

FHE X —IZED DI HRREHIE, DOBERRITH]
FRRI LA — hE W e b TRt TS, YV a—o
R—Z A N T ANetRICOHIZHFK S LTV D END S
FHECHIUL, FOLAR— M2y TTRATHY Y r— R T
5. ZHICEY, BERIASOAT 4 ANICH 55D
R/ O OFAIRIL 2 I HURE TE 5. Z OFI R
LAR— MEIA T 1 AN TOERI/ OB O R ERLE D 7D D
BEBEENZ 725,

INOORHIDN S D EBY, ZOVAT LERBTD
I/ Ogs L BB v & — L OIT, ERBIEMED D
U TN A Db BRTIUER B, el HREEONO
ROV — B AEB B 2 ) oI, TSR
ERMLETHLINLTHD. Fio, HEMPEER D SESTE
AL THLEHT L THEVICHLIEMALDS L 9 T,
HELT 2EEA 2. LN - T, s T HRC
Gateld, ZDVAT ATILE THEERMEMTIZ/RS.

BAEOER S — A TIE, HEBE/OMIEROI T %, T

Ricoh Technical Report No.31

DECEMBER, 2005



TP B A AR A RSO RSTF A T D T2 DI L T
WD, RIS T U ZEISERSIBRZ D20, U
FEDBE by 3D WNIMEE » Z =T &> TERERIRY &
nNodLWoltXa V7 0 BEIE, ETHRRL TUTRLR
V. R/ OBEERD 7 7 — LT = T EFIZEBWTH, RIEZR
Tr—AU T RET = RENDL IR LTk LT
HoTUER B2 RC Gate Bk L, BEOHDIHE=HITE
DSBS 0 352 LDk HlESRE LTH
Nl VT KMEEA RO Z ENEETHD. T BT,
DXy NT—7Xa )T BT 2 0ERH 5
DTHDH.

RC Gateld, ZhbHDEF=UT 4 LOBBEERLIET S X
9 BFEMHID DIRFAED ST E 2. RC Gate DBAFIZH
oo TUL, BEROLANREZFIMT 2 Z 01 v F—2y
NEFIAT 22 2800, BEETOEX= )T 1 2
EERL T

I 2. RC GateD#IE

241 VAT LR

— IR E LT, A2 —Fy MNERA A T ThH
ZRC Gate Type N/BNL (EWNR2 Type N, WSR2 Type
BN1) @y NU— M EE, Fig 208E & 5t S ¥ 72
MDHLLFHAT 5.

TCP/IP

Fig.2 Network environments around RC Gate Type N/BN1.

RC GatelZFICEEOBEHE/ OB AFIH L TWAE T X

AFT 4 RZEDIL, BRI/ O & BB v & — & O
B E LCEMET S, RC GateNINE LT —#1T, A~
H—Fy NEITER (XA TNT » 7PPPEHE) fRHT
U oa—NEH L TWAEHY 2 —I0EEEND. Wm0
R/ OfSR D 7 7 — A0 = 7 HHIHIL, FHE 2 —
LEZEENTT7 77— T TIIRC GateZfkH L, xIHET
BEHRI/ OBz S 5.

CEED Bl 2 —

RC GateNBET o ¥ —%Z DX ) IS, EHty
A —3EMFRORC GatenHDT 7 A% —TTEH LTV,
FEBHZITBIE 2 HIES 230 & — B REBEAT 5 W0
BESNTHD2, FEMIZIE, TXTORC GateldZ DA
2 —Fy b ETOESOFERE X T T 5 2 LT b,
(EEE2) 77 AT U4 —IV

FT7 4 ADFy N = BB RET o000t F Y
T AR THY, @Remote TILT 74 T U A+ —/WIBELLD
F7 4 ABRBECTIMEL CWD Z EEREHEE LTV D, JRFEIC
ik, X =R ZICEEND. RC Gate HHIT,
T 7 AT U 4 —/AERRITRF T R0
(E{E3) LANFR I CHEpE /R EE1/ OB s

RC Gatel, @RemoteDiEfFH—E R&ZYR—KLTWN5
EfR1/Ofss (LLT @Remotextiintar) , 36 X OMEUERE D
LD THDOMBRERER H T 2B/ O (LLT MIBxi:
BeAR) ALANRRH CEIHTHZ LA TE %, RC Gateld
@Remote Xt & ITHTTPS T, MIBXikESs & 1ZSNMPC
WET5.

@RemotextiEeR TlY, MFENREAE LT-RRIE OFEINE
137 <IZRC Gate~fiiik &, BIRHCEEE L # — B E
L, BHEEERED Y 7L A DMEEHE L TND.
(&) v = 7uARAPC

RC GateDEBEY o H —~DXG7, DV EL FET,
V=TT T UWERBLTIT). Lo T, FHAICY -
TT T PR LS KHAPCME TH DH. 7ok, PCIE
v 7RE LTHA LTSI T, 2 TORERFRIT
RC GatePITRFF S TND.

(¥E7#E5) Remote Communication Gate Type N/BN1

RC GateA&f{&. RC Gateld—FKv =7, VY7 rU=TiA

HOWER Yy 7 AL LTY a—nbigftsh g, F7+4

Ricoh Technical Report No.31

DECEMBER, 2005



ZANDOEEOER/OBIRAERL, TOMaR LRt
2 — L O kER & L TEET 5.
(EfE6) v U 7V Al e g1/ Obkas

@Remote XTI T2V Y 2 —D B4/ O D% < 1%, 2V
T A BT 2 —AREHTRC Gate & Bt 45 2 LSFHET
Hb. ZOVYTAEETIE, 1B5DRC Gate TIRASHET
DOFRERZER/ OMER N EE TE 5. b ORI/ OeR
OFEHRIE, LANZREET VY TILA X 7 = — A% Tk
®mInb.

2-2  RC GateD#ER

Z 2T, RC GateAfEON—R T =T &V T RT 27D
R A T 5.
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Elapsed Time and Access to TOE:
It does not take long time for attackers to identify the attack method (< 0.5 hour)(*), and it is not necessary to
access the TOE to identify (< 0.5 hour). The following calculation is for the actual exploiting.

According to the Access Code metric, the number of possible patterns is 365 So, the average number of tries for
successtul verification is 36® / 2. It is possible to try authentications 3 times in 1[one] minute, so that, it takes 20

seconds for 1[one] trial. Then, the average time ¢ to exploit this mechanism is:
£=20%368 /2 (sec)=326517350.4 (day) “> 1 month”(*)

Since it is necessary to access the TOE during the aftacks against password mechanism, the average time of
access to the TOE is equal to ¢.

* Four cases of elapsed time, “< 0.5 hour”, “<1 day”, “< 1 month”, and “> 1 month”, are listed in [CEM].

Fig.4 Analysis of elapsed time and access.
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